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Abstract

This deliverable is about the FLYSEC Final Brochure. It contains information about the FLYSEC
project and results together with a breakdown of the security concept, system architecture
and integrated system components. There are dedicated milestone sections for the Proof of
Concept held at Schénhagen Airport in Berlin and the final field test executed at Luxembourg
Airport including evaluation of the overall FLYSEC project. Finally, the brochure closes with
the FLYSEC impact and future opportunities that have derived from the project. The brochure
was initially distributed at the FLYSEC Final Event held in Brussels, Belgium on June 28", 2018
and continues to be used for dissemination purposes.



FLY
SEC

Project Name

Project Acronym
Project Coordinator
Project Funded by
Under the Programme
Subcall

Topic

Funding Instrument
Grant Agreement No.

Document Reference
Document Title

Work package reference
Authored by

With contributions by

Dissemination Level
Cover photo

D8.2 Final Brochure

Document Version 1.0

Project Information

Optimising time-to-FLY and enhancing airport SECurity
FLYSEC

National Center for Scientific Research “Demokritos”, EL
European Commission

Horizon 2020 Secure Societies
Disaster-resilience: safeguarding
including adapting to climate change
DRS-16-2014 “Critical Infrastructure Protection topic 6:
Improving the aviation security chain”

Research & Innovation Action

653879

and securing society,

Document Information

D8.2

Final Brochure

WP8 — Dissemination and Exploitation

Dimitris Kyriazanos (NCSRD), Eleonora Doukoudaki (NCSRD)
Alexandra Papagianni, Stelios Thomopoulos (NCSRD), Holger
Zeiser (EASC), ICTS, EMZA, EASC, Lux-Airport, UL, ELBIT,
EXODUS, EPSILON, CG-S

Public

Airport Crowd Simulation © Integrated Systems Laboratory

Document Verification

Main author(s)

Dimitris Kyriazanos (NCSRD), Eleonora Doukoudaki
(NCSRD)

Internal Review and Verification

Stelios Thomopoulos (NCSRD), Holger Zeiser (EASC)




FI.V“( D8.2 Final Brochure Document Version 1.0

List of Acronyms and Abbreviations

ACRONYM EXPLANATION
EC European Commission
EU European Union
FLYSEC Optimising time-to-FLY and enhancing airport SECurity




‘w“( D8.2 Final Brochure Document Version 1.0

Table of Contents

1 FINAL BROCHURE 6




ﬂlsé( D8.2 Final Brochure Document Version 1.0

1 FINAL BROCHURE!?
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SEC

Optimizing time-to-FLY
and enhancing airport SECurity

E e @ extous MEB\ o Epsiton
it @

1The brochure is available to download in high quality and distributable version via a public link in
FLYSEC website: http://www.fly-sec.eu/information.html.
http://www.fly-sec.eu/files/content/documents/180711 FLYSEC Booklet Pages%20upload.pdf

6



http://www.fly-sec.eu/information.html
http://www.fly-sec.eu/files/content/documents/180711_FLYSEC_Booklet_Pages%20upload.pdf

FLY.
S&C

D8.2 Final Brochure

Increased pass airports and the need

for enhan N EVEer ncre

and maore complex SECLMNtY Hines

aften intrusive
Iportionats 5 that re

s tian and escalating costs

Increased

warhing

Secunty st In

MEJSUTe

ssed by the Intemations!  Air

1 (IATA), the

Alrports Council Internatio

Al ind the rmespective  Industry, t WS airport
security model i not sustainabdle in the lorg term.

T | for 3 seamless and MINUOUS  JOUrney
thraughout the airport and efficent security resources
dlocation based on Intelligent risk analysis, set the
i S for the Smart Security of the

BINEg objechves

FLYSEC

the European Commission under the

on project funded ¢t
Horizon

ind innovat

>searct

Framewark Programme, de d and demonstrated
N mnovative integrated and nsk-hased end-to I8
sirpart security ess for passengers, while enabling
puided and streamlined procedure from landside to
rside and into the boarding gates, offenng for the hrst

At

W‘OO years' experienge in /}vmnon Security “lcanconf;demly saythat the FLYSEC
concept showsthe way forward by prov:(ﬂnﬁl solution to the evolving security
threats in.anairport envuonment and at rhe same time, improying. the passenger experience

Document Version 1.0

time an operationaly validated

end-1o-end aviabion security

With a consartium  of eleven
1artners oordinated by the
sclentihic Research "Demakritos

tested an integrated risk-based
PoC (Proof

at the Schinh

nd curity system
Ot Concept) validation field trial

n Bedin, and
nabons &t

with d

a final pdot

gen Awrport

demonstration under operabiona the

Luxembourg Intemational Airport

The FLYSEC final event in Brussels on June 28, 2018
will give the oppartunity to 2 targeted secunty expert
udience to leam more about tf project and it

Welcome to the FLYSEC final event!

Dr. Stelios C. A. Thomopoulos




ﬂls& D8.2 Final Brochure Document Version 1.0

FLY &
SeC

and aligned with tt idman and recommendations reflected within the |

Irity programme
FLYSEC facilitates the three maln principles specified in Smart Security; strengthened security, increased
operational efiiciency and improved passenger experience.
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FLYSEC Security Concept

FLYSEC pravides an innovative cancept for airpart secunty based on
(i} passenger facilitabion.

(i} risk-based security and
{hi) outcome-focused results

The concept is based on social acceptance,
legal complisnce and ethics-by design. In
the FLYSEC Secure Tunnels scenario the
passengers are differentiated to Casual,
Trusted/Registered and Enhanced Security
Traveller, This gives an  indication  for
differentiated  screening  of  passengers
a5 well. The tunnel ie implemented as a
virtual path from the landside, through the
security check and to the airside where
technological components offer intelligence
and risk-based security correlations through
passive tracking and intelligent analysis,

FLYSEC System Architecture

The averall strategy of the FLYSEC Woark Plan is based on the agile development of the FLYSEC compoanents and
system centered around the validation and operational testing methadology: from the simulation fast-track test-
bed to the operational testing and Proof of Cancept, and to the final fisld test in a real operational environment.
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“The FLYSEC project demonstrates how cooperation between subject matter experts from the

fields of technology, operational security and academic research can deliver innovative solutions
for challenging environments.”
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Technologies for improved passenger experience
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“Proudly, we provided the testbed for the first implementation of the integrated FLYSEC system at
Schonhagen Airport near Berlin.”
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uxembourg Alrport

The FLYSEC final field test was the first deployment of the innovative airport risk based screening and security
conce| n an actual operabanal arport enyviranment withy Lux-Airport securtty personnel, peactitioners and
curity managers operating the FLYSEC system and components
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« The FLYSEC simulation olatfor for airport aperational flaw ar VA SimMuiabon ing
realistic 30 visualizaton of Luxembourg Airport Terminal
The successful Lux Airport fisld test marked the first implementation of SMART SECURITY within the EU research

[rQEramimy

demonstrated important advantages of the FLYSEC solution

David N®eh and Aurel “.w.hnleh . Univ, of Luxembourg
. |

"As a small Airport in one of the smallest countries in Europe, | am proud that lux-Airport has been chosen
to participate in this challenging project. It was a great experience for myself and for my whole team.”

Daniel Canrardy, Head of Airport Secunty, Luxembouee Airport
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e pavedl he path Tor the promtion of Fiysec Into a cartited smart 88 SECURITY
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"Amazing experience, outstanding outcome”
Alex Bensenousi, EXQDLUS S.A,
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FLYSEC Consortium

National Centre for Scientific Research “Demokritos”

Grizece

The Inteprated Systems laboratory {ISU s part of the Institute of Informabcs and
Telegommunications {IIT), one of the fve Institutes of NCSR Demokritos, the largest
multidisciplinary research centre in Geeece. 1SL with a staff of over 45 full-time, diverse and
highly skilled researchers and developers, |s a well recognised and highly respected research
partner and project coordirator in the context of Europedn Ressarch on Secure and Resifient
Societies. NCSRD, through 151, Is the FLYSEC Project Coordinator, providing key innovations
Inintelligent a2nalytics and fusion, rsk based alerts and anomaties detection. indoor lecalization
and mabile apps, C21 system, and passenger simulation platform

EXODUS S.A.

Gresce

EXQDUS SA is a software house with a strong portiolic of major customers in sectors such

as Banking Telecoms, Utilities, Business Consultancies, Media, covering a wide range of EXODU s
demanding Web and Mobile applications, including transaction heavy intranets and extranets,

e-leam and e-payment, EXODUS main role in FLYSEC is the integration ot individus! modules

into a unified FLYSEC system

C.G-Smartech

Isroet

C.G-5martech provides end-to-end innovation, strategy, R&D and business development
consulting services, We design tailor-made business cpportunities. Innovative salutions and
systems, that etficiently lead our custaomers all the way to their success story. In FLYSEC we
had the privilege to lead WP1: End User Reguirements and Architecture. This WP focused
on shaping the baseline for the project, ty defining the project's reference scenarios and the
operational requirements, resulted with the project system architecture

Elbit Systems Ltd

el

Elbit Systemns Ltd, is an international high technoicgy company engaged in a wide range of AT,
programs throughout the world, with 3 broad portfolio In defence, homeland security and w
commercial applications. Elbit main role in FLYSEC was based on its comprehensive simufation

framework forindoor arenas. The simulation allows (nearn) real time modelling of marny thousands

of entities in complex indoor enviranments, accurate madelling of the actual structures and of

human crowd behaviour. Using this technology would allow testing ard optimizing the various

concepts for airports’ security.

ICTS UK

United Kingdom

ICTS UK is ane of the largest subsidiaries of ICTS Europe, prermier provider of innovative

security services. ICTS Group employs same 15000 employees in twenty-one subsidiaries

across Europe, all of which are closely linked, <haring resources, information and goals. In the

UK and Irzland alone. ICTS has some 3,800 employees. ICTS has about 30 wears of aviation  neQ Lamvsp

security experience, gained in more than B0 airports world-wide, The company integrated into
the FLYSEC system and feld tests its advanced solutions TravelDoc and Smart,
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EMZA
Israel

Emza 5 a pioneer and leader of visual sensors for loT: fully trainable, Al-based machine-vision
visual sensors that can work off battery power for years, yet are able to offer advanced machina
vision applications such as people counting, face detechon and space utilization

European Aviation Security Center e V.

Germany

The European Aviation Security Center eV, perfarms Research and Development projects in Py 2l 1%
the field of Aviaton Security. Located at ane of the largest airports of General Aviation, we are east
providing test and training facilities to innovative selutions and support to reach readiness-to:

market in the civil aviation sector,

Luxembourg Airport

Liixembourg

Lux-Asrport s 3 boutique internationa! airport which strives to offer you the guality and
standards of 2 large hub alrport with the shartcuts, camfart and efficiency of a regional one.
Although small, the airport prides itself en having almost 3.6 million passengers a vear, 238.000
tonnes of carge, 7400 parking spaces, 76 direct flight destinations and 15 different airlines.
Located in the heart of Europe. the airport strives ta provide convenience and comfart to all its
travellers at all stages of thelr journey, Luxembtourg Airiport hosted the Final Field Test.

University of Luxembourg

Luxermbourg

SECAN-Lab Research Group {led by Prof Thomas Engel) of the University of Luxembourg has .

made its contributions to FLYSEC relying on the experience within the Group in analysing l"l 'l'
human behaviour in diverse contexts such as augmented and virual reality and vehicular .
mobility, Based on excellent refations with refevant organisations in Luxembourg such as the  UNIVERSITE DU
LuxAirport, Civil Aviation Authority and the security services, SECAN-Lab planned, prepared ~ LUXEMBOURG
and coordinated the final test at the Luxembourg Airport,

Embry-Riddle Europe

Germany

Embry-Riddie Europe is the independent European branch af Embry-Riddle Aeronautical
University, Main tasks are to provide bachelor and master courses for all areas In aviation,
mainly aviation management courses including aviation law and politics as well as ayiation
security, ERAU supported the FLYSEC consortium with its expertise on Privacy. Ethics and
Aviation Law

Epsilon International SA

Greece

Epsilon Internabional SA Is a leading GIS Technologies Organization with histary since 1985,

EPSILON has accomplished in recent years more than 200 major GIS and remote sensing

projects in worldwide partnership, foc instance with ESRI DE; The company conducts ariginal m
research & technplogy development for new products, defivers consulting services and

provides GIS & remote sensing applications. EPSILON main contributions included GIS indacr

functions and standardisation activities.
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